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False ful

Mis-information

False Connection
Misleading Context

Source: Nagasako 2020



Mis-information

False Connection
Misleading Context

} ~ Imposter ‘Gontent

Source: Nagasako 2020



® --China (6 cases) @---Unknown

A ---Russia (31 cases)
Source: Nagasako 2020
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https://privacysandbox.com/

An evolution of Privacy is at the forefront of public dialogue as people seek to understand and control

the web how their personal information is used online.

Some of the information collected by sites and third-parties is necessary to provide the
rich content and services you expect. However, the tools used to provide this have
gone far beyond their original intent in their ability to recognize you, your online activity

and the devices you use.

The Privacy Sandbox will lay new foundations for a safer, more sustainable, and more

private web.



m Privacy is at the forefront of public dialogue as
people seek to understand and control how their
personal information is used online.

m Some of the information collected by sites and
third-parties is necessary to provide the rich
content and services you expect. However, the
tools used to provide this have gone far beyond
their original intent in their ability to recognize
you, your online activity and the devices you
use.

m The Privacy Sandbox will lay new foundations
for a safer, more sustainable, and more private
web. 10



Prevent tracking as you browse
the web.

People should be able to browse the
web without worrying about what
personal information is being collected,
and by whom.

The Privacy Sandbox initiative aims to
remove commonly used tracking
mechanisms, like third-party cookies,

and block covert techniques, such as

fingerprinting.

https://privacysandbox.com/
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SemakFor

m Semantic Forensics SemakFor

Michael Spranger, Stefan Schildbach, Florian
Heinke, Steffen Grunert and Dirk Labudde,
Semantic Tools for Forensics: A Highly Adaptable
Framework, IMMM 2012 : The Second
International Conference on Advances in
Information Mining and Management,
https://pdfs.semanticscholar.org/0269/f1bfd314dc7
ed416a96¢cc8d737aclb8eSc4d.pdf
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m DARPA

Semantic Forensics
SemakFor Project

Automatic tool for...

m Detection
m Attribution
m Characterization

Joint study with Locked Martin

38 https://www.darpa.mil/news-events/2019-09-03a



TA1: Detection, Attribution, Characterization

Extraction &
Association

Manipulation

Single Modality

Multimodal Representations

s

Attributed Graphs Semantic Embeddings

Hybrid Representations

)

Detection
Reasoning . Multiple Pipelines
Ensembles r— ] )
1 Lo l:> Detection E> Attribution Characterize
Representations 1 1 | —
T
Eng i
Semantic — deteltZtion & Polarization,
Models Generator association I‘?/Iozrcle virality,
rformance odels impact
Models =
. O
Modal -
Al generator el o Intention
ailure modes styles, topic Models
models

TA2: Explanation & Integration
Explanation

E> Generation

< L

Prioritization

Score Fusion

TA3: Evaluation

Media

generation Evaluations

TA4: Challenge Curation

SOTA
challenges

Threat
modeling

3téttps://www.fbo.gov/utiIs/view?id=6 14a021dc47a5466¢ce1747e3351113f4




Phase 1 — 18 Months Phase 2 - 18 Months Phase 3 — 12 Months
i 2 ) 1 - 2 1 2 -
News Social Technical News News Technical
Articles Media Posts Information Collections Collections Collections
Text, image, Shorter than a e.g. a nation state’s Multiple news Multiple news Multiple technical
audio, video news article missile propaganda articles articles information articles
Increasing task complexity >

Quantitative Assessment Program Goals
I N ES e CETE

Manipulation detection « Probability of Detection (Pd) Human: 60% Pd [Deepfakes] 80% Pd 85%Pd 90% Pd
+ False Alarm Rate (FAR) Image: 80% Pd at 10% FAR / 20% EER  10% FAR 8% FAR 5% FAR
« Equal Error Rate (EER) Text entity recognition: 0% F1-score

Audio: 4% EER

Attribution  Pd/FAR + Image: 78% Pd at 10% FAR [camera id] 80%Pd 85%Pd 90% Pd
10% FAR 8% FAR 5% FAR
Prioritization for analyst « Accuracy over degrees of malice « Sentiment analysis: 70-80% F1-score 70% 80% 85%

accuracy  accuracy  accuracy

#itps://iwww.fbo.gov/utils/view?id=614a021dc47a5466ce1747e3351113f4



WGy Semantic Detection

Text (Notional) Audio (Notional) W
NewsWire: April 1, 2019, Bob Smith
On a rainy spring day, a vast, violent
group gathered in front of the US Capitol
to protest recent cuts in Social Security.

“We'd like to welcome you here on
this beautiful spring day. Thank you all Image
for coming out [cheering]...” ]

https://www.darpa.mil/attachments/Semanti
41 cForensics-IndustryDay-2019-08-12.pdf
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MG  Semantic Detection

Text (Notional)
NewsWire: April 1, 2019, Bob Smith
On a rainy spring day, a vast, violent
group gathered in front of the US Capitol
td protestjrecent cuts in Social Security.

Audio (Notional) Mﬂ»

“We’d like to welcome you here on
this beautiful spring day. Thank you all

Conclusion: Media components
consistent across modalities.

for coming out [cheering]...”

Image

1
|
\

https://www.darpa.mil/attachments/Semanti
42 cForensics-IndustryDay-2019-08-12.pdf




1::17)  Semantic Detection

Text (Notional) Audio (Notional) W

NewsWire: April 1, 2019, Bob Smith

On a rainy spring day, a vast
athered in front of the US Capitd

to protest recent cuts in Social Security.

“We'd like to welcome you here on
this beautiful s@ring day. Thank you all
for coming out [lcheering]...”

“violent group”

Conclusion: Media components not
consistent across modalities.

Image

https://www.darpa.mil/attachments/Semanti

43 cForensics-IndustryDay-2019-08-12.pdf
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m Tomoko Nagasako, Global disinformation
campaigns and legal challenges, INT.
CYBERSECUR. LAW REV. (2020) 1:125—-1306.

https://link.springer.com/article/10.1365%2Fs4
3439-020-00010-7
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FILEIEINET 55 194665

http://www.gaiko-web.|p/test/wp-
content/uploads/2021/03/Vol66 p122-
125 postal and _electric_voting.pdf
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