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B Opinion 28/2018 regarding the European Commission
Draft Implementing Decision on the adequate protection
of personal data in Japan 2018512H5H
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B Opinion22B#E DKL (Twitter)

® Paul Breitbarth @EuroPaulB 2018%F12H6H

« The @EU_EDPB apparently for now has rejected the Japan adequacy
decision. The (not yet published) opinion contains recommendations for
the EU Commission to make improvements and provides clarifications.

® Graham Greenleaf @grahamgreenleaf 2018128 18H

« That's right Ralf - so far, the Commission has failed to demonstrate the
adequacy of Japan's protections, and the EP does not endorse (or reject)
the draft adequacy Decision (nor does the EDPB). It is a poor start to
GDPR adequacy by the Commission. @EDPB @EP_Justice @EU_EDPS
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4.1.1.3 The “voluntary disclosure” procedure
__based on enquiry sheet

B34

® This non-compulsory form of cooperation allows public
authorities to ask controllers (except telecommunications
carriers) to provide them with data they have. Non-
compliance with the request cannot be enforced. It
remains unclear which authorities can use this type of

procedure, but it appears limited to those investigating
crimes.
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4.1.1.3.1 Conditions to issue “enquiry sheets”

m [RX

® The EDPB acknowledges that the Japanese Supreme Court, by reference
to the Constitution, has framed limitations to the use “voluntary
disclosures”. It appears from the draft adequacy decision that concretely
a “voluntary disclosure” may only be asked by the competent authorities
through the issuance of an “enquiry sheet”. Sending such an “enquiry
sheet” is said to be permissible only as part of a criminal investigation,
and thus to always presuppose a concrete suspicion of an already
committed crime. Such investigations are generally carried out by the
Prefectural Police, where the limitations Bursuant to Article 2(2) of the
Police Law apply, which means it should be relevant for the Police
activities. However, the EDPB seeks further clarification as to the
concrete contours of the criteria allowing to issue an enquiry sheet (such
as case law illustrating the application of these criteria), and the
relationship between the voluntary disclosure procedure and the seizure
of data on the basis of a warrant. Indeed, it appears that even where
data could not be obtained throufgh the voluntary procedure, they could
stiLIhbe_?_btained with a warrant if indispensable for the investigative
authorities.
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4.1.3.1.1 General limitations to the rights of
__data subjects under the APPIHAO

m R

® Concerning available rights, the EDPB notes that, according to Annex
II of the draft Adequacy decision, some of the general rights
provided to data subjects in the context of data processed by
Administrative organs, remain available also in the context of
criminal investigations. However, additional limitations with regard
to the collection and further handling of personal information in this
context also followfrom the APPIHAO itself.

® These limitations, which also appear to apply both in the context of
data collected on the basis of a warrant as well as on the basis of an
enquiry sheet in the context of voluntary disclosure, raise questions
concerning several aspects.
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4.1.3.1.2 Additional limitations to the rights of the APPIHAO deriving from
the Code of Criminal Procedure and the Prefectural Police ordinances

m R

® The EDPB notes that although the APPIHAO seems to be applicable to all
processing by administrative organs in Japan, some important limitations to the
rifqhts of data subjects derive from specific legislations. In particular, Article 53 (2
of the Code of Criminal Procedure78 provides that “personal information recorde
in documents relating to trials and seized articles” are excluded from the scope of
application of the individual riﬁhts in Chapter IV of the APPIHAO. Concretely, the
EDPB therefore understands that in the context of criminal procedures, data
subjects do not benefit from the rights to information, access, rectification or
er?_s?re for personal data recorded in documents relating to trials and seized
articles.

® With regards to these limitations, the EDPB understands that they apply in the
context of data collected on the basis of warrants, as well as in the context of data
collected under the voluntary disclosure through enquiry sheets (see below).
Indeed, the legal basis of the two procedures to access data (through a warrant
and through an enquiry sheet) being provided in the code of criminal procedure,
Article 53-2 of this code appears to apply to both types of collection. However, as
Article 53-2 refers to the articles “seized” it could be clarified whether the
limitations to the rights foreseen under this provision do apply also in the context
of voluntary disclosure.
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4.1.3.2.1 Administrative redress

m [RX

® The EDPB notes that the administrative organs collecting data, such as
the Prefectural Police, are competent to deal with requests stemmin
from individuals concerning their - limited - rights with regards to their
data collected as part of criminal investigations (see above concerning
the rights available), which appear to include both the collection of data
based on a warrant and on enquiry sheets. Concretely, these rights seem
to be limited to general principles, such as the necessity of data retention,
in connection with the purpose (see Article 3.1 APPIHAO), the purpose
limitation principle (Article 4) or the accuracy of the data (Article 5),
while individual rights such as the right to information, access,
rectification or erasure are excluded for personal data recorded in
documents relating to trials and seized articles79. Although these organs
cannot be considered as independent and therefore as providing
independent redress or oversight, the EDPB welcomes this avenue.
However, it stresses that complaints filed in this context remain limited
to very few riﬁhts of the data subjects given the limitations of rights
provided by the APPIHAO.
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